You can tolerate some faults all of the time, all faults some of the time, but not all faults all of the time.
Aputer system is tricky business. Even deciding which faults are to be tolerated is difficult. These obstacles have not significantly deterred the push for more dependable computers, however. It is the relentless drive to incorporate computers in every imaginable aspect of human endeavor that is generating interest in what I call faulttolerant technology. This term is helpful because fault tolerance can and should be considered in a larger context than the computer itself-it should encompass the application environment as well.
Practicing engineers designing fault-tolerant computers are confronted with a bewildering array of techniques and design approaches. Research conducted at academic institutions and in the aerospace community has produced an extensive body of knowledge, but very little has been written on the criteria for selecting design approaches from this fertile research area. It is the goal of this special issue to begin to transfer fault-tolerant computing technology from the research environment to the practicing engineer.
State of the technology
Fault tolerance-the ability of a system to operate correctly in the presence of faults-describes many natural as well as man-made systems. Nature offers us magnificent examples of rendundancy, self-correction, selfhealing, and survival enhancement. Civil structures, transportation systems, and passenger vehicles of various types are routinely designed to handle extreme environmental stresses and internal failures in order to maintain safe and continuous operation. The exponential growth in high-performance, low-cost microprocessors is quickly eliminating the price barriers to fault-tolerant computers. Massive redundancy-the simplest way to implement fault tolerance-is no longer cost-prohibitive. Furthermore, as applications of computers become more complex, the cost of system design, software, maintenance, and downtime completely overshadows the initial purchase price of the hardware. Therefore, it makes economic sense to achieve greater dependability in computer hardware through the use of fault-tolerant technology.
Another factor accelerating the interest in and demand for fault-tolerant systems is the ever-widening dependency on computers. Many commonly used devices contain embedded computers-kitchen appliances, automobiles, radios, videocassette recorders, telephones, to name only a few. While these devices generally do not warrant the added cost of fault tolerance, they do illustrate the increasing dependence on the computer in the form of the microprocessor.
As we use computers more and more, we demand more reliability and dependability from them. The addition of fault-tolerant technology to our systems will help meet that demand. But what starts as an added feature quickly becomes the standard level of service. For example, we take for granted that our advance seat assignment on an airline includes all legs of a multiple-connection flight. Yet not too long ago, passengers were required to obtain boarding passes at each connection. Like the traveler expecting his through seat assignment, the user of computer equipment will take for granted the level of dependability provided by fault-tolerant technology. What was once exotic-for use in spacecraft and the like-will become standard practice.
Reducing the failure rate of components-that is, fault avoidance-is one way to meet the growing needs for improved reliability, and much work has been done in this area. But there is a limit to the reliability that can be achieved by this method. Moreover, reliability is only one feature of fault-tolerant technology; others include * on-line maintenance, * graceful degradation, * fail-safe operation, and * continuous availability.
These attributes, along with increased reliability, enable users to employ computers in areas previously avoided because of concerns over computer dependability. This expansion of computer applications further increases the trend toward dependence on computers and thus further promotes interest in fault-tolerant technology.
Application of the technology
On countless occasions people have asked me, "What's so complex about fault-tolerant computing? Can't you simply hook three computers together and have them vote?" The answer is that fault-tolerant computer design is considerably more complex than it appears on first glance.
Probably the most difficult aspect of applying faulttolerant technology is understanding precisely which faults are to be tolerated and how. Characterizing the frequency of faults and determining their effect on the entire system requires extensive analysis of the application, be it file management in a transaction processor, gasoline refining in industrial automation, or call handling in telephone switching equipment. Understanding the nature and effects of faults is the essential first step in developing a fault-tolerant computer system.
There have been many ill-conceived attempts to implement fault-tolerant computers. If these were mechanical devices, they would resemble Rube Goldberg designs. Fortunately, several simple and straightforward design approaches exist for implementing fault tolerance. The section of the appropriate technique depends on the application and faults to be tolerated.
An objective of this special issue is to highlight the need for direct, elegant designs that achieve fault tolerance matching the characteristics of the application. Faulttolerant technology is a rich, complex, and continuously growing engineering discipline, fed by the evolution of the microprocessor. While there is ample evidence of the ongoing difficulty of implementing a fault-tolerant system, I am particularly encouraged by the marked increase in interest in this subject on the part of newcomers to the field. Some of this interest is reflected in this issue.
Summary of this special issue
The readers of this special issue have six excellent articles with which to expand their knowledge of the subject. Factory automation, which I believe is the area most ready for development, is discussed in two articles. C. S. Raghavendra writes about his research on methods for achieving fault tolerance in networks of microcomputers, a subject of growing significance. He
